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PROTECTION OF INFORMATION SECURITY POLICY
WHEREAS BF is defined as a Responsible Party in terms of the Protection of Personal Information Act no.4 of 2013 (hereinafter referred to as the Act) 
and WHEREAS in terms of the Act and various FICA related provisions BF are required to obtain hold and maintain certain personal and private information on behalf of the Client.
1
CONFIRMATION
We commit fully to the CONFIDENTIALITY CLAUSE and UNDERTAKING following hereafter under sections (2) and (3).
2.
CONFIDENTIALITY
We are bound to the contents of this confidentiality clause and states as follows:
2.1
We understand that this Agreement also covers any confidential articles published electronically and in written form within BF and that we are aware that we may not divulge any information obtained by us, unless specifically authorised to do so, or unless same is required to enable us to conduct legal work on your behalf.
2.2
We understand that the disclosure of information is not only limited to the supplying of documentation, but also the disclosure of facts by word of mouth, or in any other way, whether by means of photographs, videos, tape recordings, computers, plans, sketches or in any manner by means of which knowledge of facts may be revealed;
2.3
We understand that we may not disclose information regarding any privileged documentation concerning the prevention and investigation of crime, the maintenance of law and order and the preservation of the integrity of all classified personal information documentation under the control of the BF except:
2.3.1  Where it is necessary for purposes of executing our duties as an authorised and dedicated director or employee of BF
2.3.2   When legally obliged to disclose the information.
2.4
We understand that any information contained on our information system, remains official BF property and that that we will not allow any other party or person unauthorized visual or physical access to the information under any circumstances outside of the exceptions noted under 2.3 above. 
3.
UNDERTAKING
We, subscribe to the contents of this undertaking and state as follows:
3.1 Lawful processing of personal information

We undertake:

3.1.1 To process all personal information obtained by you in terms of this agreement strictly in accordance with the prescribed Conditions for Lawful Processing as referred to under Sec. 4.(1) of the Act, being the following:

a) “Accountability”, as referred to in Sec.8;

b) “Process limitation”, as referred to in Sec.9-12;

c) “Purpose specification”, as referred to in Sec.13 and 14;

d) “Further processing limitation”, as referred to in Sec.15;

e) “Information quality”, as referred to in Sec.16;

f) “Openness”, as referred to in Sec.17 and 18;

g) “Security safeguards”, as referred to in Sec.19-22; and

h) “Data subject participation”, as referred to in Sec.23-25.

3.1.2 To ensure that all the personal information as referred to under 3.1.1 will not be used for the purpose of direct marketing in any form, or allow this information to be used by any other person or entity for such purposes;
3.1.3 To ensure that any personal information obtained by us in terms of this agreement, will not be processed by any third party without our express written consent under any circumstances;
3.1.4 To ensure that the personal information as referred to under 3.1.1 is not transferred over the national borders of the RSA in violation of Sec.72 of the Act, to any outside party, or service provider (e.g Cloud storage services) accidentally or on purpose, without our prior knowledge or authorization;
3.2  Back-up and storage of personal information

We undertake: 

3.2.1 That regular backups will be made of all of our computerized personal information of under our control to prevent a situation where the data cannot be returned to its original condition due to an unforeseen situation;

3.2.2 That all backups of computerized data under our control will be properly safeguarded at all times and be readily accessible.
3.2.3 To ensure by way of proper due diligence that the personal information referred to under 3.2.1 will only be stored or backed-up in facilities that will present a reasonably acceptable level of security and that it will be properly encrypted where appropriate, especially when in transit or located on mobile devices of any configuration;

3.2.4 To ensure the effective management of mobile devices that will contain Firm information by way of documented Mobile Device policies where applicable.

3.3 Information Security competence, awareness and security breaches
We hereby undertake:
3.3.1 In order to manage and enforce any relevant and applicable internal security measures referred to under 3.3.1 above, the necessary policies and controls will be put into place to achieve the appropriate, reasonable technical and organisational means to mitigate and remediate all reasonably foreseeable internal and external risks to all personal information in his/her possession, or under his/her control;  

3.3.2 To ensure that all employees and/or Third Party service providers (e.g I/T consultants) that may have access to or process any personal information under the direct control of BF,have sufficient awareness of the requirements of the Act and relevant internal policies, with appropriate and adequate training to enable them to execute their responsibilities thereunder, inclusive of compulsory prescribed duty and process requirements for the reporting of any security breach event, unauthorized access or accrual of personal information on these systems;  

3.3.3 To notify you the Client immediately where there are any reasonable grounds to believe that any personal information has been compromised, accessed or acquired by any unauthorized person, or exposed as a result of any unforeseen security event;
3.3.4 To immediately provide all relevant information regarding the potential security breach event that may be required by us to effect the required notification of security compromises as is referred to in Sec. 22 of the Act;
3.4 RISK ASSESSMENT AND SECURITY REVIEW

3.4.1 The parties specifically agree that BF may be subject to legislation and obligations in agreements from time to time that require specific performance and information security measures by us related to the core business activities of BF, which will have a direct bearing on the contractual relationship between us;
3.5 Disposal of redundant Personal Information
We undertake:

3.5.1 To ensure the proper and safe disposal according to generally accepted industry standards or practices of all redundant information in our possession as soon as it is reasonably possible in accordance with Sec.14 of the Act after achieving the original purpose for obtaining the personal information, unless it is prescribed by other legislation to maintain, or keep it for a longer period of time;

3.5.2 To ensure that all redundant information that may be stored on back-up systems or devices will also be properly deleted or disposed of as is referred to under 3.5.1;

3.5.3 To ensure that all information that may be contained on any hard drive or device that may be subject to exchange or replacement in terms of any service contract with third parties, will be properly deleted, or disposed of according to generally accepted industry standards or practices immediately before any exchange or replacement is conducted and recorded as such for security auditing purposes;
3.5.4 To ensure that all information that may be resident or contained on any redundant storage system or device that may be disposed of in any way, is properly deleted, or disposed of prior to the system or device being released and the action recorded as such, similar to 3.5.3;

3.5.5 To ensure that all mobile devices that may contain BF information will have a “Remote Wipe” and encryption capability as far as it may be reasonably possible and appropriate;
3.5.6 To maintain a proper record of all information that was deleted, or disposed of in any way with regards to the detail, date of deletion/disposal, method of disposal and under which supervision it occurred;


